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Question 1

Question Type: MultipleChoice

What are two benefits of using Panorama for a customer who is deploying virtual firewalls to
secure data center traffic? (Choose two.)

Options:
A- It can provide the Automated Correlation Engine functionality, which the virtual firewalls do
not support.
B- It can monitor the virtual firewalls' physical hosts and Vmotion them as necessary
C- It can automatically create address groups for use with KVM.
D- It can bootstrap the virtual firewalls for dynamic deployment scenarios.

Answer:
A, D

Question 2

Question Type: MultipleChoice

Which option is required to Activate/Retrieve a Device Management License on the M-100
Appliance after the Auth Codes have been activated on the Palo Alto Networks Support Site?

Options:
A- Generate a Stats Dump File and upload it to the Palo Alto Networks support portal
B- Select Panorama > Licenses and click Activate feature using authorization code
C- Generate a Tech Support File and call PANTAC
D- Select Device > Licenses and click Activate feature using authorization code

Answer:
B

Question 3

Question Type: MultipleChoice
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Which three categories are identified as best practices in the Best Practice Assessment tool?
(Select three.)

Options:
A- use of decryption policies
B- measure the adoption of URL filters. App-ID. User-ID
C- use of device management access and settings
D- expose the visibility and presence of command-and-control sessions
E- identify sanctioned and unsanctioned SaaS applications

Answer:
A, B, E

Question 4

Question Type: MultipleChoice

Decryption port mirroring is now supported on which platform?

Options:
A- all hardware-based and VM-Series firewalls with the exception of VMware NSX. Citrix SDX,
or public cloud hypervisors
B- in hardware only
C- only one the PA-5000 Series and higher
D- all hardware-based and VM-Series firewalls regardless of where installed

Answer:
D

Question 5

Question Type: MultipleChoice

Which four steps of the cyberattack lifecycle does the Palo Alto Networks Security Operating
Platform prevent? (Select four.)
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Options:
A- breach the perimeter
B- weaponize vulnerabilities
C- lateral movement
D- exfiltrate data
E- recon the target
F- deliver the malware

Answer:
A, C, D, F

Question 6

Question Type: MultipleChoice

Which three items contain information about Command-and-Control (C2) hosts? (Choose three.)

Options:
A- Threat logs
B- WildFire analysis reports
C- Botnet reports
D- Data filtering logs
E- SaaS reports

Answer:
B, C, D

Question 7

Question Type: MultipleChoice

Which two configuration items are required when the NGFW needs to act as a decryption
broker for multiple transparent bridge security chains? (Choose two.)

Options:
A- dedicated pair of decryption forwarding interfaces required per security chain
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B- a unique Transparent Bridge Decryption Forwarding Profile to a single Decryption policy rule
C- a unique Decryption policy rule is required per security chain
D- a single pair of decryption forwarding interfaces

Answer:
B, C

Question 8

Question Type: MultipleChoice

WildFire subscription supports analysis of which three types? (Choose three.)

Options:
A- GIF
B- 7-Zip
C- Flash
D- RPM
E- ISO
F- DMG

Answer:
B, C, E

Question 9

Question Type: MultipleChoice

Which two email links, contained in SMTP and POP3, can be submitted from WildFire analysis
with a WildFire subscription? (Select two.)

Options:
A- FTP
B- HTTPS
C- RTP
D- HTTP
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Answer:
B, D

Question 10

Question Type: MultipleChoice

A customer requests that a known spyware threat signature be triggered based on a rate of
occurrence, for example, 10 hits in 5 seconds.

How is this goal accomplished?

Options:
A- Create a custom spyware signature matching the known signature with the time attribute
B- Add a correlation object that tracks the occurrences and triggers above the desired threshold
C- Submit a request to Palo Alto Networks to change the behavior at the next update
D- Configure the Anti-Spyware profile with the number of rule counts to match the occurrence
frequency

Answer:
A

Question 11

Question Type: MultipleChoice

Which four actions can be configured in an Anti-Spyware profile to address command-and-
control traffic from compromised hosts? (Choose four.)

Options:
A- Quarantine
B- Allow
C- Reset
D- Redirect
E- Drop
F- Alert
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Answer:
B, C, E, F

Explanation:

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles
.html

Question 12

Question Type: MultipleChoice

What are two ways to manually add and remove members of dynamic user groups (DUGs)?
(Choose two)

Options:
A- Add the user to an external dynamic list (EDL).
B- Tag the user using Panorama or the Web Ul of the firewall.
C- Tag the user through the firewalls XML API.
D- Tag the user through Active Directory

Answer:
B, C

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles.html
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/anti-spyware-profiles.html
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