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Question 1
Question Type: MultipleChoice

Which RQL string searches for all EBS volumes that do not have a "DataClassification" tag?

Options: 
A) config where api.name = 'aws-ec2-describe-volumes, AND json.rule = tags[*]key contains DataClassification

B) config where api.name = ,aws-ec2-describe-volumes' AND json.rule = tags[*]key != DataClassification

C) config where api.name = ,aws-ec2-describe-volumes' AND json.rule = tags[*].key exists

D) config where api.name = 'aws-ec2-describe-volumes' AND json.rule = tags[*].key = 1

Answer: 
B

Question 2
Question Type: MultipleChoice



Which RQL string monitors all traffic from the Internet and Suspicious IPs destined for your Amazon Web Services databases''

Options: 
A) network where source.publicnetwork IN ('Suspicious IPs') and dest.resource IN (resource where role IN ('AWS RDS', 'Database'))

B) network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest.resource IN (resource where role IN ('LDAP'))

C) network where dest.resource IN (resource where role = 'Database'}

D) network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest resource IN (resource where role IN ('AWS RDS'.

'Database'))

Answer: 
D

Question 3
Question Type: MultipleChoice

Which RQL string searches for all EBS volumes that do not have a "DataClassification" tag?



Options: 
A) config where api.name = 'aws-ec2-describe-volumes, AND json.rule = tags[*]key contains DataClassification

B) config where api.name = ,aws-ec2-describe-volumes' AND json.rule = tags[*]key != DataClassification

C) config where api.name = ,aws-ec2-describe-volumes' AND json.rule = tags[*].key exists

D) config where api.name = 'aws-ec2-describe-volumes' AND json.rule = tags[*].key = 1

Answer: 
B

Question 4
Question Type: MultipleChoice

Which RQL string monitors all traffic from the Internet and Suspicious IPs destined for your Amazon Web Services databases''

Options: 
A) network where source.publicnetwork IN ('Suspicious IPs') and dest.resource IN (resource where role IN ('AWS RDS', 'Database'))



B) network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest.resource IN (resource where role IN ('LDAP'))

C) network where dest.resource IN (resource where role = 'Database'}

D) network where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest resource IN (resource where role IN ('AWS RDS'.

'Database'))

Answer: 
D
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