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Question 1
Question Type: MultipleChoice

What are two benefits of the sinkhole Internet Protocol (IP) address that DNS Security sends to the client in place of malicious IP

addresses? (Choose two.)

Options: 
A- The client communicates with it instead of the malicious IP address

B- It represents the remediation server that the client should visit for patching

C- It will take over as the new DNS resolver for that client and prevent further DNS requests from occurring in the meantime

D- In situations where the internal DNS server is between the client and the firewall, it gives the firewall the ability to identify the clients

who originated the query to the malicious domain

Answer: 
A, D

Question 2



Question Type: MultipleChoice

Which two configuration elements can be used to prevent abuse of stolen credentials? (Choose two.)

Options: 
A- WildFire analysis

B- Dynamic user groups (DUGs)

C- Multi-factor authentication (MFA)

D- URL Filtering Profiles

Answer: 
C, D

Question 3
Question Type: MultipleChoice

Which three of the following actions must be taken to enable Credential Phishing Prevention? (Choose three.)



Options: 
A- Enable User Credential Detection

B- Enable User-ID

C- Define a Secure Sockets Layer (SSL) decryption rule base

D- Enable App-ID

E- Define a uniform resource locator (URL) Filtering profile

Answer: 
A, B, E

Question 4
Question Type: MultipleChoice

Which three mechanisms are valid for enabling user mapping? (Choose three.)

Options: 



A- Captive Portal

B- Domain server monitoring

C- Reverse DNS lookup

D- User behaviour recognition

E- Client probing

Answer: 
A, B, E

Question 5
Question Type: MultipleChoice

Which two features can be enabled to support asymmetric routing with redundancy on a Palo

Alto networks next-generation firewall (NGFW)? (Choose two.)

Options: 



A- Active / active high availability (HA)

B- Multiple virtual systems

C- non-SYN first packet

D- Asymmetric routing profile

Answer: 
A, C

Question 6
Question Type: MultipleChoice

Access to a business site is blocked by URL Filtering inline machine learning (ML) and

considered as a false-positive.

How should the site be made available?

Options: 



A- Disable URL Filtering inline ML

B- Create a custom URL category and add it to the Security policy

C- Create a custom URL category and add it on exception of the inline ML profile

D- Change the action of real-time detection category on URL filtering profile

Answer: 
C

Question 7
Question Type: MultipleChoice

XYZ Corporation has a legacy environment with asymmetric routing. The customer understands that Palo Alto Networks firewalls can

support asymmetric routing with redundancy.

Which two features must be enabled to meet the customer's requirements? (Choose two.)

Options: 
A- Virtual systems



B- HA active/active

C- HA active/passive

D- Policy-based forwarding

Answer: 
B, D

Question 8
Question Type: MultipleChoice

What are three considerations when deploying User-ID? (Choose three.)

Options: 
A- Specify included and excluded networks when configuring User-ID

B- Only enable User-ID on trusted zones

C- Use a dedicated service account for User-ID services with the minimal permissions necessary

D- User-ID can support a maximum of 15 hops



E- Enable WMI probing in high security networks

Answer: 
A, B, C

Question 9
Question Type: DragDrop

Match the functions to the appropriate processing engine within the dataplane.

Answer: 

Question 10
Question Type: MultipleChoice

Which statement is true about Deviating Devices and metrics?



Options: 
A- A metric health baseline is determined by averaging the health performance for a given metric over seven days plus the standard

deviation

B- Deviating Device Tab is only available with a SD-WAN Subscription

C- An Administrator can set the metric health baseline along with a valid standard deviation

D- Deviating Device Tab is only available for hardware-based firewalls

Answer: 
A

Question 11
Question Type: DragDrop

Match the WildFire Inline Machine Learning Model to the correct description for that model.



Answer: 
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