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Question 1
Question Type: MultipleChoice

Within a Web App connector, which feature does an admin use to grant users access?

Options:
A- Trust
B- Workflow
C- Provisioning
D- Permissions

Answer:
C

Question 2
Question Type: MultipleChoice

CyberArk Identity has created a CLI integration with which vendor?

Options:
A- Amazon Web Services
B- Salesforce
C- Microsoft
D- Zoom

Answer:
A

Question 3
Question Type: MultipleChoice

What can cause users to be prompted for unrecognized MFA factors, such as a wrong phone
number or unregistered MFA factor?
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Options:
A- Someone installed the CyberArk Identity mobile app on a different phone with their
credentials.
B- The administrator switched authentication profiles.
C- They mistyped their username.
D- Someone registered their phone number to the wrong username.

Answer:
C

Question 4
Question Type: MultipleChoice

Your team is deploying endpoint authentication onto the corporate endpoints within an
organization. Enrollment details include when the enrollment must be completed, and the
enrollment code was sent out to the users. Enrollment can be performed in the office or remotely
(without the assistance of an IT support engineer). You received feedback that many users are
unable to enroll into the system using the enrollment code.

What can you do to resolve this? (Choose two.)

Options:
A- Set maximum number of joinable endpoints to 'unlimited'.
B- Set Expiry Date to 'Never'.
C- Set the IP Address range to the user's' home network range.
D- Set a description within the enrollment code.
E- Reinstall Windows Device Trust.

Answer:
A, D

Question 5
Question Type: MultipleChoice

When a user enrolls a mobile device (iOS or Android) without enabling mobile device
management, what happens? (Choose three.)
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Options:
A- The device is added to the Endpoints page in the Admin and User portals.
B- The web applications assigned to the user are added to the Web Apps screen in the CyberArk
Identity mobile app.
C- The associated mobile applications are added and available for deployment automatically.
D- The mobile device policies defined in the CyberArk Cloud Directory policy service policy set are
installed.
E- The device's model name, serial number. OS number, and Network Carrier information will be
uploaded to the Identity portal.
F- The mobile phone can now be used as a MFA Authentication Factor

Answer:
A, B, F

Question 6
Question Type: MultipleChoice

ACME Corporation employees access critical business web applications through CyberArk
Identity. You notice a constant high volume of unauthorized traffic from 103.1.200.0/24 trying to
gain access to the CyberArk Identity portal. Access to the CyberArk Identity portal is time
sensitive. ACME decides to enforce IP restrictions to reduce vulnerability.

Which configuration can help achieve this?

Options:
A- Login in to the CyberArk Identity Admin portal and define the IP range of 103 1 200 0/24 into
the ACME Corporation IP range.
B- Log in to the CyberArk Identity Admin portal and define the IP range of 103 1 200 0/24 into the
blocked IP range.
C- Implement device trust through the Windows Cloud Agent.
D- Implement zero trust through the App Gateway.

Answer:
B
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Question 7
Question Type: MultipleChoice

Which predefined roles does CyberArk Identity provide?

Options:
A- System Administrator and Everybody
B- Manage Users and Everybody
C- System Administrator and Business Users
D- Manage Users and Business Users

Answer:
A
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