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Question 1
Question Type: OrderList

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active
Directory-based single forest network. The network comprises five domains. The functional level
of the forest is Windows Server 2003. All client computers on the network run Windows XP
Professional.

You are required to configure a DNS zone for the network. You are also required to accomplish
the following task:

The zone should be hosted on the DNS server of each domain.

The zone should allow secure updates only.

Choose the steps that you will take to accomplish the task.

Answer:
Configure the zone as an Active Directory-integrated zoneStore the zone data in the
DominDnsZones application directory

Question 2
Question Type: FillInTheBlank
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Fill in the blank with the appropriate word.

____is a port scanner that can also be used for the OS detection.

Answer:
Nmap

Question 3
Question Type: MultipleChoice

Which option best protocols uses a combination of public key and symmetric encryption to
provide communication privacy, authentication, and message integrity for secure browsing on
the Internet?

Options:
A- MS-CHAP v2
B- WEP
C- SSL
D- EFS

Answer:
C

Question 4
Question Type: OrderList

Choose and reorder the following steps to use the Paros scanner functions.
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Answer:

Question 5
Question Type: FillInTheBlank

Fill in the blank with the appropriate tool.

____scans IP networks for NetBIOS name information and works in the same manner as nbtstat,
but it operates on a range of addresses instead of just one.

Answer:
NBTscan

Question 6
Question Type: MultipleChoice

Which of the following is the default port value of beast Trojan?
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Options:
A- 6666
B- 2222
C- 3333
D- 1111

Answer:
A

Question 7
Question Type: OrderList

You work as a Network Administrator for Tech Perfect Inc. The company has a Windows Active
Directory-based single forest network. The network comprises five domains. The functional level
of the forest is Windows Server 2003. All client computers on the network run Windows XP
Professional.

You are required to configure a DNS zone for the network. You are also required to accomplish
the following task:

The zone should be hosted on the DNS server of each domain.

The zone should allow secure updates only.

Choose the steps that you will take to accomplish the task.
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Answer:
Configure the zone as an Active Directory-integrated zoneStore the zone data in the
ForestDnsZones applications directory

Question 8
Question Type: FillInTheBlank

Fill in the blank with the appropriate act name.

The ____act gives consumers the right to ask emailers to stop spamming them.

Answer:
CAN-SPAM

Question 9
Question Type: MultipleChoice

Which option best tools is used to make fake authentication certificates?

Options:
A- Brutus
B- WinSSLMiM
C- Obiwan
D- Netcat

Answer:
B

Question 10
Question Type: MultipleChoice

Which of the following tools allows you to download World Wide Web sites from the Internet to a
local computer?
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Options:
A- Netcraft
B- HTTrack
C- Netstat
D- Cheops-ng

Answer:
B

Question 11
Question Type: MultipleChoice

John works as a Professional Penetration Tester. He has been assigned a project to test the
Website security of www.we-are-secure Inc. On the We-are-secure Website login page, he
enters='or''=' as a username and successfully logs on to the user page of the Web site. Now,
John asks the we-are-secure Inc. to improve the login page PHP script. Which of the following
suggestions can John give to improve the security of the we-are-secure Website login page from
the SQL injection attack?

Options:
A- Use the session_regenerate_id() function
B- Use the escapeshellcmd() function
C- Use the mysql_real_escape_string() function for escaping input
D- Use the escapeshellarg() function

Answer:
C
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