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Question 1
Question Type: MultipleChoice

Which of the following describes network traffic that originates from the inside of a network perimeter and progresses towards the

outside?

Options: 
A- Ingress network

B- Inwards network

C- Egress network

D- Outwards network

Answer: 
C

Question 2
Question Type: MultipleChoice



Which of the following protocols uses only User Datagram Protocol (UDP)?

Options: 
A- POP3

B- FTP

C- ICMP

D- TFTP

Answer: 
D

Question 3
Question Type: MultipleChoice

OutGuess is used for __________ attack.



Options: 
A- Steganography

B- Web password cracking

C- SQL injection

D- Man-in-the-middle

Answer: 
A

Question 4
Question Type: MultipleChoice

Which of the following strategies allows a user to limit access according to unique hardware information supplied by a potential client?

Options: 
A- Extensible Authentication Protocol (EAP)



B- WEP

C- MAC address filtering

D- Wireless Transport Layer Security (WTLS)

Answer: 
C

Question 5
Question Type: MultipleChoice

Which of the following is the Web 2.0 programming methodology that is used to create Web pages that are dynamic and interactive?

Options: 
A- UML

B- Ajax

C- RSS

D- XML



Answer: 
B

Question 6
Question Type: MultipleChoice

Which of the following protocol loggers is used to detect ping sweep?

Options: 
A- lppi

B- pitl

C- dpsl

D- ippl

Answer: 
D



Question 7
Question Type: MultipleChoice

Which of the following options scans the networks for vulnerabilities regarding the security of a network?

Options: 
A- System enumerators

B- Port enumerators

C- Network enumerators

D- Vulnerability enumerators

Answer: 
C

Question 8
Question Type: MultipleChoice



Which of the following incident response team members ensures that the policies of the organization are enforced during the incident

response?

Options: 
A- Information Security representative

B- Legal representative

C- Human Resource

D- Technical representative

Answer: 
C

Question 9
Question Type: MultipleChoice

Which of the following steps of incident response is steady in nature?



Options: 
A- Containment

B- Eradication

C- Preparation

D- Recovery

Answer: 
C

Question 10
Question Type: MultipleChoice

Which of the following are the rules by which an organization operates?

Options: 
A- Acts



B- Policies

C- Rules

D- Manuals

Answer: 
B

Question 11
Question Type: MultipleChoice

Which of the following is a method of gaining access to a system that bypasses normal authentication?

Options: 
A- Teardrop

B- Trojan horse

C- Back door

D- Smurf



Answer: 
C
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