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Question 1
Question Type: MultipleChoice

What are the three basic physical security categories that describe

technologies for personnel identification? (Choose three.)

Options: 
A- Who you are

B- Where you are

C- What you have

D- Who you know

E- What you know

Answer: 
A, C, E

Question 2



Question Type: MultipleChoice

What are two primary questions that any good physical security system

should consider regarding any visitor to the data center?

Options: 
A- 'Who are you?' and 'Why are you here?'

B- 'Who are you?' and 'Where are you going?'

C- 'Why are you here?' and 'Where did you come from?'

D- 'Where did you come from?' and 'Where are you going?'

Answer: 
A

Question 3
Question Type: MultipleChoice



In a conceptual discussion on security, which example illustrates the concept

of "depth of security"?

Options: 
A- The data center is built below ground level in order to further limit access.

B- An amount of the annual budget is earmarked to be spent on security

solutions.

C- A variety of physical security technologies is deployed within the physical

space of the data center.

D- The inner area is protected both by its own security access methods and by

the security levels of the areas that enclose it.

Answer: 
D

Question 4
Question Type: MultipleChoice



What is the primary reason that physical security reduces data center

downtime?

Options: 
A- Physical security systems can provide an early warning that systems are

about to go down.

B- Physical security reduces the presence of individuals in the data center,

thereby reducing human error.

C- Physical security determines which individuals are competent to work in

the data center.

D- By maintaining a record of who enters and leaves the data center, physical

security can provide root cause analysis data when an error occurs.

Answer: 
B

Question 5
Question Type: MultipleChoice



What is the primary purpose of data center physical security?

Options: 
A- To monitor activities of data center employees

B- To set up proper firewalls and avoid hacking of computers

C- To keep unauthorized people out of places they do not belong

D- To research the background of individuals who visit the data center

Answer: 
C

Question 6
Question Type: MultipleChoice

Which three access control methods are examples of "what you have"?

(Choose three.)



Options: 
A- Fingerprint

B- Smart card

C- Badge with photo

D- Badge with bar code

E- Personal identification number

Answer: 
B, C, D

Question 7
Question Type: MultipleChoice

Which access control method is an example of "who you are"? (Choose

three.)

Options: 



A- Iris scan

B- Fingerprint

C- Voice recognition

D- Badge with photo

E- Employee ID number

Answer: 
A, B, C

Question 8
Question Type: MultipleChoice

A coded lock is an example of which general type of access control?

Options: 
A- Who you are

B- Where you are



C- What you have

D- What you know

Answer: 
D

Question 9
Question Type: MultipleChoice

What are the three basic principles of identification from LEAST secure (1) to

MOST secure (3)?

Options: 
A- (1) what you know, (2) what you have, (3) who you are

B- (1) what you know, (2) who you are, (3) what you have

C- (1) what you have, (2) who you are, (3) what you know



D- (1) what you have, (2) what you know, (3) who you are

Answer: 
D

Question 10
Question Type: MultipleChoice

What is the greatest physical threat to a data center?

Options: 
A- Fire

B- Dust

C- Water

D- People

Answer: 



D

Question 11
Question Type: MultipleChoice

Which method of physical security offers superior protection?

Options: 
A- Smart card

B- Biometric scan

C- Video surveillance

D- Combination of methods

Answer: 
D
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