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Question 1
Question Type: MultipleChoice

The Increased Security Vulnerabilities challenge of cloud computing occurs when a cloud consumer organization needs to enable

external communication with cloud-based IT resources. This increases vulnerabilities within the cloud consumer's organizational

boundary because attackers can penetrate the on-premise environment to compromise on-premise IT resources within the cloud

consumer trust boundary. This challenge does pertain to security vulnerabilities within the cloud itself. Select the correct answer.

Options: 
A- True

B- False

Answer: 
B

Question 2
Question Type: MultipleChoice



Over the past 3 years, a cloud service has been unavailable for a total of 48 hours. Additionally, the physical server hosting the cloud

service needed to be replaced, during which it was unavailable for 4 days. Based on these statistics over the past 3 years, the

availability rating of the cloud service is ___________________ (rounded to one decimal).Select the correct answer.

Options: 
A- 87.2%

B- 99.5%

C- 99.7%

D- 99.9%

Answer: 
B

Question 3
Question Type: MultipleChoice

The costs associated with the move from one cloud provider to another are known as ___________________.Select the correct answer.



Options: 
A- cost of capital

B- sunk costs

C- integration costs

D- locked-in costs

Answer: 
D

Question 4
Question Type: MultipleChoice

Which of the following are common types of cloud service consumers? SELECT ALL THAT APPLY

Options: 
A- Software programs capable of remotely accessing cloud services with published service contracts.



B- Services capable of remotely accessing cloud services with published service contracts.

C- Humans that use workstations running software capable of remotely accessing IT resources positioned as cloud services.

D- Mobile devices running software capable of remotely accessing IT resources positioned as cloud services.

Answer: 
A, B, D

Question 5
Question Type: MultipleChoice

When an IT resource is replaced by another IT resource with a higher capacity, what kind of scaling is being performed? Select the

correct answer.

Options: 
A- scaling in

B- scaling out

C- scaling up



D- scaling down

Answer: 
C

Question 6
Question Type: MultipleChoice

When a private cloud exists as an environment fully controlled by a single organization, which of the following challenges still tends to

apply? Select the correct answer.

Options: 
A- Multi-Regional Compliance and Legal Issues

B- Reduced Operational Governance Control

C- Limited Portability Between Cloud Providers

D- None of the above.



Answer: 
D

Question 7
Question Type: MultipleChoice

Each cloud has a specific level of reliability and availability that it guarantees for a given cloud service. By spanning a failover system

across separate clouds, the overall levels of reliability and availability will be higher than the maximum levels of reliability and availability

of either cloud.Select the correct answer.

Options: 
A- True

B- False

Answer: 
A

Question 8



Question Type: MultipleChoice

Within cloud computing, resiliency refers to redundant IT resources within the same cloud (but in different physical locations) or across

multiple clouds. Select the correct answer.

Options: 
A- True

B- False

Answer: 
A

Question 9
Question Type: MultipleChoice

An IT resource with increased ___________________ is able to better avoid and recover from exception conditions. Cloud

environments can be based on an architecture that provides extensive failover support to further increase _________________.Select

the correct answer.



Options: 
A- virtualization, measured usage

B- storage, reliability

C- reliability, storage capacity

D- reliability, reliability

Answer: 
D

Question 10
Question Type: MultipleChoice

The expense required by an organization to run and maintain its IT resources is the ___________________.Select the correct answer.

Options: 
A- integration cost



B- up-front cost

C- on-going cost

D- sunk cost

Answer: 
C
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