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Question 1

Question Type: MultipleChoice

Which of the following should be the PRIMARY outcome of an information security program?

Options:

A) Threat reduction
B) Strategic alignment
C) Cost reduction

D) Risk elimination

Answer:

D

Question 2

Question Type: MultipleChoice




During the response to a serious security breach, who is the BEST organizational staff member to communicate with external entities?

Options:

A) The incident response team leader
B) The resource specified in the incident response plan
C) A dedicated public relations spokesperson

D) The resource designated by senior management

Answer:

Question 3

Question Type: MultipleChoice

An organization is considering the deployment of encryption software and systems organization-wide. The MOST important
consideration should be whether:



Options:

A) the business strategy includes exceptions to the encryption standard.
B) the implementation supports the business strategy.
C) data can be recovered if the encryption keys are misplaced.

D) a classification policy has been developed to incorporate the need for encryption.

Answer:

B

Question 4

Question Type: MultipleChoice

An organization implemented a number of technical and administrative controls to mitigate risk associated with ransomware. Which of
the following is MOST important to present to senior management when reporting on the performance of this initiative?

Options:

A) Benchmarks of industry peers impacted by ransomware



B) The cost and associated risk reduction
C) The total cost of the investment

D) The number and severity of ransomware incidents

Answer:

B

Question 5

Question Type: MultipleChoice

The security baselines of an organization should be based on:

Options:

A) policies.
B) procedures.
C) guidelines.

D) standards.



Answer:

Question 6

Question Type: MultipleChoice

Which of the following is the MAJOR advantage of conducting a post-incident review? The review:

Options:

A) helps identify current and desired level of risk.
B) facilitates reporting on actions taken during the incident process.
C) helps develop business cases for security monitoring tools.

D) provides continuous process improvement.

Answer:

D
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