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Question 1
Question Type: MultipleChoice

What attack cannot be detected by a Wireless Intrusion Prevention System (WIPS)?

Options: 
A- Deauthentication flood

B- Soft AP

C- EAP flood

D- Eavesdropping

E- MAC Spoofing

F- Hotspotter

Answer: 
D

Question 2



Question Type: MultipleChoice

You are the WLAN administrator in your organization and you are required to monitor the network and ensure all active WLANs are

providing RSNs. You have a laptop protocol analyzer configured. In what frame could you see the existence or non-existence of proper

RSN configuration parameters for each BSS through the RSN IE?

Options: 
A- CTS

B- Beacon

C- RTS

D- Data frames

E- Probe request

Answer: 
B

Question 3
Question Type: MultipleChoice



The following numbered items show some of the contents of each of the four frames exchanged during the 4-way handshake.

* Encrypted GTK sent

* Confirmation of temporal key installation

* ANonce sent from authenticator to supplicant

* SNonce sent from supplicant to authenticator, MIC included

Arrange the frames in the correct sequence beginning with the start of the 4-way handshake.

Options: 
A- 1, 2, 3, 4

B- 3, 4, 1, 2

C- 4, 3, 1, 2

D- 2, 3, 4, 1

Answer: 
B



Question 4
Question Type: MultipleChoice

Joe's new laptop is experiencing difficulty connecting to ABC Company's 802.11 WLAN using 802.1X/EAP PEAPv0. The company's

wireless network administrator assured Joe that his laptop was authorized in the WIPS management console for connectivity to ABC's

network before it was given to him. The WIPS termination policy includes alarms for rogue stations, rogue APs, DoS attacks and

unauthorized roaming. What is a likely reason that Joe cannot connect to the network?

Options: 
A- An ASLEAP attack has been detected on APs to which Joe's laptop was trying to associate. The WIPS responded by disabling the

APs.

B- Joe configured his 802.11 radio card to transmit at 100 mW to increase his SNR. The WIPS is detecting this much output power as a

DoS attack.

C- Joe's integrated 802.11 radio is sending multiple Probe Request frames on each channel.

D- Joe disabled his laptop's integrated 802.11 radio and is using a personal PC card radio with a different chipset, drivers, and client

utilities.

Answer: 
D



Question 5
Question Type: MultipleChoice

A network security auditor is preparing to perform a comprehensive assessment of an 802.11ac network's security. What task should be

performed at the beginning of the audit to maximize the auditor's ability to expose network vulnerabilities?

Options: 
A- Identify the IP subnet information for each network segment.

B- Identify the manufacturer of the wireless infrastructure hardware.

C- Identify the skill level of the wireless network security administrator(s).

D- Identify the manufacturer of the wireless intrusion prevention system.

E- Identify the wireless security solution(s) currently in use.

Answer: 
E

Question 6



Question Type: MultipleChoice

For a WIPS system to identify the location of a rogue WLAN device using location pattering (RF fingerprinting), what must be done as

part of the WIPS installation?

Options: 
A- A location chipset (GPS) must be installed with it.

B- At least six antennas must be installed in each sector.

C- The RF environment must be sampled during an RF calibration process.

D- All WIPS sensors must be installed as dual-purpose (AP/sensor) devices.

Answer: 
C
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