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Question 1
Question Type: MultipleChoice

Which of the following two components does Kerberos Key Distribution Center (KDC) consist of?

Each correct answer represents a complete solution. Choose two.

Options: 
A- Data service

B- Account service

C- Authentication service

D- Ticket-granting service

Answer: 
C, D

Question 2
Question Type: MultipleChoice



Which of the following are examples of passive attacks?

Each correct answer represents a complete solution. Choose all that apply.

Options: 
A- Shoulder surfing

B- Dumpster diving

C- Placing a backdoor

D- Eavesdropping

Answer: 
A, B, D

Question 3
Question Type: MultipleChoice

Which of the following is a type of scam that entice a user to disclose personal information such as social security number, bank account

details, or credit card number?



Options: 
A- Snooping

B- Phishing

C- SYN attack

D- Spoofing

Answer: 
B

Question 4
Question Type: MultipleChoice

Which of the following protocols is used with a tunneling protocol to provide security?

Options: 



A- EAP

B- IPSec

C- FTP

D- IPX/SPX

Answer: 
B

Question 5
Question Type: MultipleChoice

Which of the following key sizes is used by International Data Encryption Algorithm (IDEA)?

Options: 
A- 64-bit

B- 16-bit

C- 32-bit



D- 128-bit

Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following are the types of access controls?

Each correct answer represents a complete solution. Choose three.

Options: 
A- Technical

B- Administrative

C- Automatic

D- Physical



Answer: 
A, B, D

Question 7
Question Type: MultipleChoice

An authentication method uses smart cards as well as usernames and passwords for authentication. Which of the following

authentication methods is being referred to?

Options: 
A- Biometrics

B- Anonymous

C- Mutual

D- Multi-factor

Answer: 
D



Question 8
Question Type: MultipleChoice

In which of the following attacks does the attacker confuse the switch itself into thinking two ports have the same MAC address?

Options: 
A- ARP spoofing

B- Replay

C- Brute force

D- MAC duplicating

Answer: 
D

Question 9
Question Type: MultipleChoice



On which of the following OSI model layers does the Point-to-Point Protocol (PPP) work?

Options: 
A- Session layer

B- Transport layer

C- Application layer

D- Data-link layer

Answer: 
D

Question 10
Question Type: MultipleChoice

Which of the following techniques allows an attacker to take network traffic coming towards a host at one port and redirect it from that

host to another host.



Options: 
A- Blackbox testing

B- Port redirection

C- Firewalking

D- Brainstorming

Answer: 
B
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