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Question 1
Question Type: MultipleChoice

Which of the following is not a Layer 2 VPN technology?

Options: 
A- PPTP

B- IPsec

C- L2TP

D- L2F

Answer: 
B

Question 2
Question Type: MultipleChoice



The scalability of servers is higher than that of personal computers.

Options: 
A- TRUE

B- FALSE

Answer: 
A

Question 3
Question Type: MultipleChoice

As shown, the USG firewall NAT configuration is as follows:

Options: 



A- When FTP Server1 responds to Client A, it is converted to the address 1.1.1.5 in Address Ground 1

B- Source NAT configuration, only for intranet users (10.1.1.0/24) to access the external network for translation

C- When the IP address of the FTP Server host is changed to 1.11.3. Client A host can still access the FTP Server more

D- Client A accesses FTP Server 1.1.1.1, and the destination address is converted to 10.1.1.2. The source address remains unchanged

Answer: 
C

Question 4
Question Type: MultipleChoice

When a network security incident occurs, investigate the intrusion behavior, virus or Trojan horse, and repair and strengthen the host.

Which of the above actions belong to the work content of the network security emergency response?

Options: 
A- Recovery phase

B- Detection stage



C- Eradication stage

D- Inhibition stage

Answer: 
D

Question 5
Question Type: MultipleChoice

Which of the following NAT technologies is a destination NAT technology?

Options: 
A- Easy-ip

B- NAT No-PAT

C- NAPT

D- NAT Server



Answer: 
D

Question 6
Question Type: MultipleChoice

Which of the following descriptions about the VGMP group is correct?

Options: 
A- The priority of VRRP in the VGMP group will change with the change of VGAMP

B- VGMP is a protocol used to control the state of small VRRP groups

C- The default priority of USG6000 is 65000

D- The default priority of USG9000 is 45000

Answer: 
B



Question 7
Question Type: MultipleChoice

Which of the following security threats is an application security threat?

Options: 
A- Man-in-the-middle attack

B- User identity is not authenticated

C- Viruses, Trojans

D- network intrusion

Answer: 
C

Question 8
Question Type: MultipleChoice



Which of the following descriptions about symmetric encryption technology is wrong?

Options: 
A- The system overhead is small.

B- Good scalability.

C- High efficiency and simple algorithm.

D- Suitable for encrypting large amounts of data.

Answer: 
B

Question 9
Question Type: MultipleChoice

Which of the following protocols cannot be encrypted by SSL VPN?



Options: 
A- HTTP

B- UDP

C- IP

D- PPP

Answer: 
D

Question 10
Question Type: MultipleChoice

Which of the following options is not a communication electronic evidence?

Options: 
A- Telephone recording



B- Chat history

C- Email

D- System log

Answer: 
A

Question 11
Question Type: MultipleChoice

Which of the following options is not a private network IP address?

Options: 
A- 192.168.254.254/16

B- 172.32.1.1/24

C- 10.32.254.254/24

D- 10.10.10.10/8



Answer: 
B

Question 12
Question Type: MultipleChoice

The IDS is usually installed on the switch to detect intrusion, and at the same time, it can avoid the single point of failure affecting the

normal operation of the network.

Options: 
A- True

B- False

Answer: 
A
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