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Question 1
Question Type: MultipleChoice

The BEST metric to demonstrate that servers are configured securely is the total number of servers:

Options: 
A- exceeding availability thresholds

B- experiencing hardware failures

C- exceeding current patching standards.

D- meeting the baseline for hardening.

Answer: 
D

Question 2
Question Type: MultipleChoice



Which of the following is MOST important to promoting a risk-aware culture?

Options: 
A- Regular testing of risk controls

B- Communication of audit findings

C- Procedures for security monitoring

D- Open communication of risk reporting

Answer: 
D

Question 3
Question Type: MultipleChoice

Which of the following sources is MOST relevant to reference when updating security awareness training materials?



Options: 
A- Risk management framework

B- Risk register

C- Global security standards

D- Recent security incidents reported by competitors

Answer: 
B

Question 4
Question Type: MultipleChoice

Which of the following would BEST facilitate the implementation of data classification requirements?

Options: 
A- Assigning a data owner



B- Implementing technical control over the assets

C- Implementing a data loss prevention (DLP) solution

D- Scheduling periodic audits

Answer: 
A

Question 5
Question Type: MultipleChoice

Which of the following would be the result of a significant increase in the motivation of a malicious threat actor?

Options: 
A- Increase in mitigating control costs

B- Increase in risk event impact

C- Increase in risk event likelihood

D- Increase in cybersecurity premium



Answer: 
C

Question 6
Question Type: MultipleChoice

An organization is planning to move its application infrastructure from on-premises to the cloud. Which of the following is the BEST

course of the actin to address the risk associated with data transfer if the relationship is terminated with the vendor?

Options: 
A- Meet with the business leaders to ensure the classification of their transferred data is in place

B- Ensure the language in the contract explicitly states who is accountable for each step of the data transfer process

C- Collect requirements for the environment to ensure the infrastructure as a service (IaaS) is configured appropriately.

D- Work closely with the information security officer to ensure the company has the proper security controls in place.

Answer: 
B
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