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Question 1
Question Type: MultipleChoice

You have an Azure virtual network that contains the subnets shown in the following table.
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You deploy an Azure firewall to AzureFirewallSubnet. You route all traffic from Subnet2 through the firewall.

What should you do?

Options: 
A) Create a network security group (NSG) and associate the NSG to Subnet2.

B) In a firewall policy, create an application rule.

C) In a firewall policy, create a DNAT rule.

D) In a firewall policy, create a network rule.

Answer: 
B



Question 2
Question Type: MultipleChoice

You have an Azure Front Door instance that has a single frontend named Frontend1 and an Azure Web Application Firewall (WAF)

policy named Policy1. Policy1 redirects requests that have a header containing 'string1' to https://www.contoso.com/redirect1. Policy1 is

associated to Frontend1.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Options: 
A) Create a custom rule.

B) Configure a managed rule.

C) Create a frontend host.

D) Create a policy.

E) Create an association.

F) Add a custom rule to Policy1.



Answer: 
A, B, E

Question 3
Question Type: Hotspot

You have an Azure application gateway named AppGW1 that provides access to the following hosts:

AppGW1 has the listeners shown in the following table.

You create Azure Web Application Firewall (WAF) policies for AppGW1 as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Answer: 

Explanation: 

https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/per-site-policies

Question 4
Question Type: MultipleChoice

You have a website that uses an FQDN of www.contoso.com. The DNS record tor www.contoso.com resolves to an on-premises web

server.

You plan to migrate the website to an Azure web app named Web1. The website on Web1 will be published by using an Azure Front

Door instance named ContosoFD1.

You build the website on Web1.

You plan to configure ContosoFD1 to publish the website for testing.

https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/per-site-policies
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You need to test the website and ContosoFD1 without affecting user access to the on-premises web server.

Which record should you create in the contoso.com DNS domain?

Options: 
A) a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net

B) a CNAME record that maps www.contoso.com to Web1.contoso.com

C) a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net

D) a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net

Answer: 
D

Explanation: 

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#map-the-temporary-afdverify-subdomain

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain


Question 5
Question Type: MultipleChoice

You have five virtual machines that run Windows Server. Each virtual machine hosts a different web app.

You need to control the flow of traffic based on the URL path.

What should you configure?

Options: 
A) rules

B) rewrites

C) HTTP settings

D) listeners

Answer: 
A

Explanation: 



https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

Question 6
Question Type: MultipleChoice

You have an Azure application gateway named AGW1 that has a routing rule named Rule1. Rule 1 directs traffic for

http://www.contoso.com to a backend pool named Pool1. Pool1 targets an Azure virtual machine scale set named VMSS1.

You deploy another virtual machine scale set named VMSS2.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Options: 
A) Add a backend pool.

B) Modify an HTTP setting.

C) Add an HTTP setting.

https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview


D) Add a listener.

E) Add a rule.

Answer: 
A, D, E

Explanation: 

https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview

Question 7
Question Type: Hotspot

You have the routing rules shown in the following table.

Which rule will apply to each incoming request? To answer, select the appropriate options in the
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https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview


answer area.

NOTE: Each correct selection is worth one point
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Answer: 

Explanation: 

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-route-matching

Question 8
Question Type: MultipleChoice

You have an Azure subscription that contains an Azure App Service app. The app uses a URL of

https://www.contoso.com.

What should you include in the solution?

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-route-matching


Options: 
A) an enterprise application in Azure Active Directory (Azure AD)

B) Active Directory Certificate Services (AD CS)

C) Azure Key Vault

D) Azure Application Gateway

Answer: 
C

Explanation: 

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https

Question 9
Question Type: MultipleChoice

You plan to publish a website that will use an FQDN of www.contoso.com. The website will be hosted by using the Azure App Service

apps shown in the following table.

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https
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Which DNS record should you create?

Options: 
A) two A records that map wmv.contoso.com to 131 107 100 1 and 131 107 200 1

B) a CNAME record that maps www.contoso.com to TMprofile1.azurefd.net

C) a CNAME record that mapswww.contoso.comtoTMprofile1.trafficmanager.net

D) a TXT record that contains a string ofas1.contoso.com and as2.contoso.com in the details

Answer: 
C

Explanation: 

https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile

https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager


Question 10
Question Type: MultipleChoice

You have an Azure subscription that contains an Azure App Service app. The app uses a URL of https://www.contoso.com.

What should you include in the solution?

Options: 
A) an enterprise application in Azure Active Directory (Azure AD)

B) Active Directory Certificate Services (AD CS)

C) Azure Key Vault

D) Azure Application Gateway

Answer: 
C

Explanation: 



https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https

Question 11
Question Type: MultipleChoice

You have an Azure Front Door instance that has a single frontend named Frontend1 and an Azure Web Application Firewall (WAF)

policy named Policy1. Policy1 redirects requests that have a header containing 'string1' to https://www.contoso.com/redirect1. Policy1 is

associated to Frontend1.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Options: 
A) Create a custom rule.

B) Configure a managed rule.

C) Create a frontend host.

D) Create a policy.

E) Create an association.

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-https


F) Add a custom rule to Policy1.

Answer: 
A, B, E
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