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Question 1
Question Type: MultipleChoice

You plan to deploy a new Microsoft 365 Subscription that will contain 500 users.

You need to ensure that the following actions are performed the users sign in to the subscription

Evaluate the users' risk level based on their location and travel.

Require high-risk users to sign in by using Azure Multi-Factor Authentication (Azure MFA).

The solution must minimize cost.

Which license should you assign to each user?

Options: 
A- Microsoft 365 Business Premium

B- Microsoft 365 E3

C- Enterprise Mobility + Security E3

D- Microsoft 365 ES



Answer: 
A

Question 2
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

You Plan to use the encryption report in Microsoft Endpoint Manager to view devices that have encryption enabled.

Which devices will be included in the encryption report?

Options: 
A- Device1 only



B- Device1 and Device2 Only

C- Device1 and Device4 Only

D- Device1, Device2 and Device4 Only

E- Device1, Device2, Device 3 and Device 4

Answer: 
C

Question 3
Question Type: MultipleChoice

You have a hybrid deployment of Azure Active Directory (Azure AD) that contains two users named User1 and User2.

You need to assign Role Based Access Control (RBAC) roles to User1 and User2 to meet the following requirements:

Use the principle of least privilege

Enable User1 to view sync errors by using Azure AD Connect Health

Enable User2 to configure Azure Active Directory Connect Health Settings

Which two roles should you assign?



Options: 
A- The Monitoring Readers role in Azure AD Connect Health to User1

B- The Security reader role in Azure AD to User 1

C- The Reports reader role in Azure AD to User 1

D- The Contributor role in Azure AD Connect Health to User 2

E- The Monitoring Contributor role in Azure Connect Health to User 2

F- The Security operator role in Azure AD to User2

Answer: 
B, D

Question 4
Question Type: MultipleChoice

You have a Microsoft SharePoint Online sire named Site1 that contains the files shown in the following table.



You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

You apply DLP1 to Site1.

Which policy tips will appear for File2?

Options: 
A- Tip1 only

B- Tip2 only

C- Tip3 only

D- Tip1 and Tip2 only



Answer: 
B

Question 5
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

You need to prevent users in the finance department from sharing files with users in the research department. Which type of policy

should you configure?

Options: 
A- Conditional Access

B- insider risk management

C- information barrier



D- communication compliance

Answer: 
A

Question 6
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription that contains a user named Used.

You need to ensure that User! can use the Microsoft 365 compliance center to search audit logs and identify which users were added to

Microsoft 365 role groups. The solution must use the principle of least privilege.

To which role group should you add User1?

Options: 
A- Security Reader

B- View-Only Organization Management



C- Organization Management

D- Compliance Management

Answer: 
C

Question 7
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Cloud Apps enabled. You need to create an alert in Defender

for Cloud Apps when source code is shared externally.

Which type of policy should you create?

Options: 
A- Cloud Discovery anomaly detection

B- file

C- access



D- activity

Answer: 
B

Question 8
Question Type: MultipleChoice

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique

solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a

correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review

screen.

You have a Microsoft 365 E5 subscription that contains a user named User1.

The Azure Active Directory (Azure AD) Identity Protection risky users report identifies User1.

For User1, you select Confirm user compromised.

User1 can still sign in.



You need to prevent User1 from signing in. The solution must minimize the impact on users at a lower risk level.

Solution: You configure the sign-in risk policy to block access when the sign-in risk level is high.

Does this meet the goal?

Options: 
A- Yes

B- No

Answer: 
B

Explanation: 

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate-risk

Question 9
Question Type: MultipleChoice

https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-investigate-risk


You have a Microsoft 365 subscription that contains 100 users and a Microsoft 365 group named Group1.

All users have Windows 10 devices and use Microsoft SharePoint Online and Exchange Online.

A sensitivity label named Label1 is published as the default label for Group1.

You add two sublabels named Sublabel1 and Sublabel2 to Label1.

You need to ensure that the settings in Sublabel1 are applied by default to Group1.

What should you do?

Options: 
A- Change the order of Sublabel1.

B- Modify the policy of Label 1.

C- Duplicate all the settings from Sublabel1 to Label 1.

D- Delete the policy of Label! and publish Sublabel1.

Answer: 
B

Explanation: 



https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide

Question 10
Question Type: MultipleChoice

You have a Microsoft 365 E5 subscription that contains 1,000 Windows 10 devices. The devices are onboarded to Microsoft Defender

for Endpoint.

You need to view a consolidated list of the common vulnerabilities and exposures (CVE) that affect the devices. The solution must

minimize administrative effort.

Which Threat & Vulnerability Management page should you use?

Options: 
A- Software inventory

B- Event timeline

C- Weaknesses

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=o365-worldwide


D- Security recommendations

Answer: 
C

Explanation: 

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/tvm-weaknesses?view=o365-worldwide

Question 11
Question Type: MultipleChoice

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/tvm-weaknesses?view=o365-worldwide


You discover that several security alerts are visible from the Microsoft Defender for Identity portal.

You need to identify which users in contoso.com can close the security alerts.

Which users should you identify?

Options: 
A- User3 only

B- User1 and User2 only

C- User3 and User4 only

D- User1 and User3 only

E- User1 only

Answer: 
A

Explanation: 

https://docs.microsoft.com/en-us/defender-for-identity/role-groups

https://docs.microsoft.com/en-us/defender-for-identity/role-groups
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