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Question 1
Question Type: MultipleChoice

Due to a surge in business, a company is onboarding an unusually high number of salespeople. The salespeople are assigned desktops

that are wired to the network. The last few salespeople to be onboarded are able to access corporate materials on the network but not

sales-specific resources. Which of the following is MOST likely the cause?

Options: 
A- The switch was configured with port security.

B- Newly added machines are running into DHCP conflicts.

C- The IPS was not configured to recognize the new users.

D- Recently added users were assigned to the wrong VLAN

Answer: 
D

Question 2



Question Type: MultipleChoice

Logs show an unauthorized IP address entering a secure part of the network every night at 8:00 pm. The network administrator is

concerned that this IP address will cause an issue to a critical server and would like to deny the IP address at the edge of the network.

Which of the following solutions would address these concerns?

Options: 
A- Changing the VLAN of the web server

B- Changing the server's IP address

C- Implementing an ACL

D- Instating a rule on the firewall connected to the web server

Answer: 
C

Question 3
Question Type: MultipleChoice



Which of the following is the primary function of the core layer of the three-tiered model/

Options: 
A- Routing

B- Repeating

C- Bridging

D- Switching

Answer: 
D

Question 4
Question Type: MultipleChoice

Users attending security training at work are advised not to use single words as passwords for corporate applications. Which of the

following does this BEST protect against?



Options: 
A- An on-path attack

B- A brute-force attack

C- A dictionary attack

D- MAC spoofing

E- Denial of service

Answer: 
C

Question 5
Question Type: MultipleChoice

A network administrator is troubleshooting the communication between two Layer 2 switches that are reporting a very high runt count.

After trying multiple ports on both switches, the issue persists. Which of the following should the network administrator perform to resolve

the issue?

Options: 



A- Increase the MTU size on both switches.

B- Recertify the cable between both switches.

C- Perform a factory reset on both switches.

D- Enable debug logging on both switches.

Answer: 
A

Question 6
Question Type: MultipleChoice

Which of the following protocols would allow a secure connection to a Linux-based system?

Options: 
A- SMB

B- FTP

C- RDP



D- SSH

Answer: 
D

Question 7
Question Type: MultipleChoice

A company with multiple routers would like to implement an HA network gateway with the least amount of downtime possible. This

solution should not require changes on the gateway setting of the network clients. Which of the following should a technician configure?

Options: 
A- Automate a continuous backup and restore process of the system's state of the active gateway.

B- Use a static assignment of the gateway IP address on the network clients.

C- Configure DHCP relay and allow clients to receive a new IP setting.

D- Configure a shared VIP and deploy VRRP on the routers.



Answer: 
D

Question 8
Question Type: MultipleChoice

A network administrator is trying to identify a device that is having issues connecting to a switchport. Which of the following would BEST

help identify the issue?

Options: 
A- A syslog server

B- Change management records

C- A rack diagram

D- The security log

Answer: 
A



Question 9
Question Type: MultipleChoice

Which of the following ports are associated with IMAP? (Choose two.)

Options: 
A- 25

B- 110

C- 143

D- 587

E- 993

F- 995

Answer: 
C, E
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