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Question 1
Question Type: MultipleChoice

Console is running in a Kubernetes cluster, and you need to deploy Defenders on nodes within this cluster.

Which option shows the steps to deploy the Defenders in Kubernetes using the default Console service name?

Options: 
A- From the deployment page in Console, choose pod name for Console identifier, generate DaemonSet file, and apply the DaemonSet

to twistlock namespace.

B- From the deployment page configure the cloud credential in Console and allow cloud discovery to auto-protect the Kubernetes nodes.

C- From the deployment page in Console, choose twistlock-console for Console identifier, generate DaemonSet file, and apply

DaemonSet to the twistlock namespace.

D- From the deployment page in Console, choose twistlock-console for Console identifier, and run the curl | bash script on the master

Kubernetes node.

Answer: 
C



Question 2
Question Type: MultipleChoice

During an initial deployment of Prisma Cloud Compute, the customer sees vulnerabilities in their environment.

Which statement correctly describes the default vulnerability policy?

Options: 
A- It blocks all containers that contain a vulnerability.

B- It alerts on any container with more than three critical vulnerabilities.

C- It blocks containers after 30 days if they contain a critical vulnerability.

D- It alerts on all vulnerabilities, regardless of severity.

Answer: 
D

Question 3
Question Type: MultipleChoice



The security team wants to enable the ''block'' option under compliance checks on the host.

What effect will this option have if it violates the compliance check?

Options: 
A- The host will be taken offline.

B- Additional hosts will be prevented form starting.

C- Containers on a host will be stopped.

D- No containers will be allowed to start on that host.

Answer: 
B

Question 4
Question Type: MultipleChoice

An administrator has a requirement to ingest all Console and Defender logs to Splunk.



Which option will satisfy this requirement in Prisma Cloud Compute?

Options: 
A- Enable the API settings for logging.

B- Enable the CSV export in the Console.

C- Enable the syslog option in the Console

D- Enable the Splunk option in the Console.

Answer: 
C

Question 5
Question Type: MultipleChoice

Which two required request headers interface with Prisma Cloud API? (Choose two.)

Options: 



A- Content-type:application/json

B- x-redlock-auth

C- >x-redlock-request-id

D- Content-type:application/xml

Answer: 
A, B

Question 6
Question Type: MultipleChoice

When would a policy apply if the policy is set under Defend > Vulnerability > Images > Deployed?

Options: 
A- when a serverless repository is scanned

B- when a Container is started form an Image

C- when the Image is built and when a Container is started form an Image



D- when the Image is built

Answer: 
C

Question 7
Question Type: MultipleChoice

An administrator has been tasked with a requirement by your DevSecOps team to write a script to continuously query programmatically

the existing users, and the user's associated permission levels, in a Prisma Cloud Enterprise tenant.

Which public documentation location should be reviewed to help determine the required attributes to carry out this step?

Options: 
A- Prisma Cloud Administrator's Guide (Compute)

B- Prisma Cloud API Reference

C- Prisma Cloud Compute API Reference

D- Prisma Cloud Enterprise Administrator's Guide



Answer: 
D

Question 8
Question Type: MultipleChoice

A customer has a requirement to scan serverless functions for vulnerabilities.

What is the correct option to configure scanning?

Options: 
A- Configure serverless radar from the Defend > Compliance > Cloud Platforms page.

B- Embed serverless Defender into the function.

C- Configure a function scan policy from the Defend > Vulnerabilities > Functions page.

D- Use Lambda layers to deploy a Defender into the function.

Answer: 
B



Question 9
Question Type: MultipleChoice

Which two options may be used to upgrade the Defenders with a Console v20.04 and Kubernetes deployment? (Choose two.)

Options: 
A- Run the provided curl | bash script from Console to remove Defenders, and then use Cloud Discovery to automatically redeploy

Defenders.

B- Remove Defenders DaemonSet, and then use Cloud Discovery to automatically redeploy the Defenders.

C- Remove Defenders, and then deploy the new DaemonSet so Defenders do not have to automatically update on each deployment.

D- Let Defenders automatically upgrade.

Answer: 
A, B

Question 10



Question Type: MultipleChoice

Which two attributes of policies can be fetched using API? (Choose two.)

Options: 
A- policy label

B- policy signature

C- policy mode

D- policy violation

Answer: 
A, D

Question 11
Question Type: MultipleChoice

Given the following JSON query:



$.resource[*].aws_s3_bucket exists

Which tab is the correct place to add the JSON query when creating a Config policy?

Options: 
A- Details

B- Compliance Standards

C- Remediation

D- Build Your Rule (Run tab)

E- Build Your Rule (Build tab)

Answer: 
C
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