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Question 1

Question Type: MultipleChoice

An administrator wants to prevent a spreadsheet from being misused to run malicious code, while minimizing the risk of breaking normal
operations of a spreadsheet.

Which rule should be used?

Options:

A- **\Microsoft Office\** [Runs external code] [Terminate process]
B- **\excel.exe [Invokes a command interpreter] [Deny operation]
C- **/Microsoft Excel.app/** [Communicates over the network] [Terminate process]

D- **\excel.exe [Runs malware] [Deny operation]

Answer:

B

Question 2




Question Type: MultipleChoice

An administrator wants to prevent malicious code that has not been seen before from retrieving credentials from the Local Security
Authority Subsystem Service, without causing otherwise good applications from being blocked.

Which rule should be used?

Options:

A- [Unknown application] [Retrieves credentials] [Terminate process]
B- [**/*.exe] [Scrapes memory of another process] [Terminate process]
C- [**\Isass.exe] [Scrapes memory of another process] [Deny operation]

D- [Not listed application] [Scrapes memory of another process] [Terminate process]

Answer:

Question 3

Question Type: MultipleChoice




Which VMware Carbon Black Cloud process is responsible for uploading event reporting to VMware Carbon Black Cloud?

Options:

A- Sensor Service (RepUx
B- Scanner Service (scanhost)
C- Scanner Service (Re

D- Sensor Service (RepMqr

Answer:

Question 4

Question Type: MultipleChoice

An organization has the following requirements for allowing application.exe:

For example, on one user's machine, the path is C:\Users\Lorie\Temp\Allowed\application.exe.



Which path meets this criteria using wildcards?

Options:

A- C:\Users\?\Temp\Allowed\application.exe
B- C:\Users\"\Temp\Allowed\application.exe
C- *:\Users\**\Temp\Allowed\application.exe

D- *\Users\*\Temp\Allowed\application.exe

Answer:

B

Question 5

Question Type: MultipleChoice

An administrator is working in a development environment that has a policy rule applied and notices that there are too many blocks. The
administrator takes action on the policy rule to troubleshoot the issue until the blocks are fixed.

Which action should the administrator take?



Options:

A- Unenforce
B- Disable
C- Recall

D- Delete

Answer:

B

Question 6

Question Type: MultipleChoice

Which statement accurately characterizes Alerts that are categorized as a "Threat" versus those categorized as "Observed"?

Options:




A- "Threat' indicates an ongoing attack. '‘Observed' indicates the attack is over and is being watched.
B- 'Threat' indicates a more likely malicious event. '‘Observed' are less likely to be malicious.
C- 'Threat' indicates a block (Deny or Terminate) has occurred. '‘Observed’ indicates that there is no block.

D- "Threat' indicates that no block (Deny or Terminate) has occurred. 'Observed' indicates a block.

Answer:

B

Question 7

Question Type: MultipleChoice

A security administrator needs to review the Live Response activities and commands that have been executed while performing a
remediation process to the sensors.

Where can the administrator view this information in the console?

Options:

A- Users



B- Audit Log
C- Notifications

D- Inbox

Answer:

B

Question 8

Question Type: MultipleChoice

An administrator has just placed an endpoint into bypass.

What type of protection, if any, will VMware Carbon Black provide this device?

Options:

A- VMware Carbon Black will be uninstalled from the endpoint.

B- VMware Carbon Black will place the machine in quarantine.



C- VMware Carbon Black will not provide any protection to the endpoint.

D- VMware Carbon Black will apply policy rules.

Answer:

C

Question 9

Question Type: MultipleChoice

An administrator would like to proactively know that something may get blocked when putting a policy rule in the environment.

How can this information be obtained?

Options:

A- Search the data using the test rule functionality.
B Examine log files to see what would be impacted

C- Put the rules in and see what happens to the endpoints.
D Determine what would happen based on previously used antivirus software



Answer:

Question 10

Question Type: MultipleChoice

A script-based attack has been identified that inflicted damage to the corporate systems. The security administrator found out that the
malware was coded into Excel VBA and would like to perform a search to further inspect the incident.

Where in the VMware Carbon Black Cloud Endpoint Standard console can this action be completed?

Options:

A- Endpoints
B- Settings
C- Investigate

D- Alerts

Answer:
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