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Question 1

Question Type: MultipleChoice

An administrator is configuring a load balancer for multiple VMware Cloud Director appliances
for the console proxy.

Which port number should the administrator use?

Options:
A- 443
B- 902
C- 8443
D- 5480

Answer:
C

Explanation:

The VMware Cloud Director appliance uses its eth0 IP address with custom port 8443 for the
console proxy service.

Question 2

Question Type: MultipleChoice

What must a cloud provider administrator do to extend the number of ESXi hosts within a
Provider VDC?

Options:
A- Add the ESXi hosts to the vSphere cluster that backs the provider VDC, and navigate to the
Infrastructure Resources. Then, select Hosts, and click autodiscover.
B- Add the ESXi hosts to the vSphere cluster that backs the provider VDC.
C- Within Cloud Director, navigate to the Infrastructure Resources, select Hosts, and click add.
D- Add the ESXi hosts to the vSphere cluster that backs the provider VDC, and validate that the
Cloud Director installs the proper VIBs.
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Answer:
B

Question 3

Question Type: MultipleChoice

Which statement is accurate for virtual machines that need to be customized by VMware Cloud
Director?

Options:
A- It must use the VMware Tools for VMware Cloud Director.
B- It should use only the tools provided by Windows operating system.
C- It must be converted into VMware Cloud Director disk format first.
D- It should have the latest VMware Tools installed.

Answer:
D

Explanation:

https://docs.vmware.com/en/VMware-Cloud-Director/10.4/VMware-Cloud-Director-Tenant-Portal
-Guide/GUID-2D21BDFA-FADB-445A-8CB5-3628255773AC.html

Question 4

Question Type: MultipleChoice

A fresh deployment of the VMware Cloud Director appliance has failed.

Which log file will provide more information on the issue?

Options:

https://docs.vmware.com/en/VMware-Cloud-Director/10.4/VMware-Cloud-Director-Tenant-Portal-Guide/GUID-2D21BDFA-FADB-445A-8CB5-3628255773AC.html
https://docs.vmware.com/en/VMware-Cloud-Director/10.4/VMware-Cloud-Director-Tenant-Portal-Guide/GUID-2D21BDFA-FADB-445A-8CB5-3628255773AC.html
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A- /var/vmware/vpostgres/current/pgdata/log
B- /opt/vmware/var/log/firstboot
C- /var/log/messages
D- /opt/vmware/vcloud-director/logs/cell.log

Answer:
B

Explanation:

/opt/vmware/var/log/firstboot Contains logging information related to the first boot of the
appliance.

Question 5

Question Type: MultipleChoice

Which NSX-T resource can be used to back a VMware Cloud Director External Network?

Options:
A- Edge Cluster
B- Network Segment
C- Tier-0 Logical Router
D- Tier-1 Logical Router

Answer:
C

Explanation:

https://docs.vmware.com/en/VMware-Cloud-Director/10.0/com.vmware.vcloud.spportal.doc/GUI
D-B937681E-329C-42D4-99BD-FAFF2A0BDF4C.html

https://docs.vmware.com/en/VMware-Cloud-Director/10.0/com.vmware.vcloud.spportal.doc/GUID-B937681E-329C-42D4-99BD-FAFF2A0BDF4C.html
https://docs.vmware.com/en/VMware-Cloud-Director/10.0/com.vmware.vcloud.spportal.doc/GUID-B937681E-329C-42D4-99BD-FAFF2A0BDF4C.html


VMware Specialist - Cloud Provider 5V0-32.21 Practice Questions BY Thomas - Page 5

Question 6

Question Type: MultipleChoice

A customer requires VM encryption.

Which action must be taken to provide this feature?

Options:
A- Upgrade the vCenter Server to at least version 7.0.
B- Encrypt the VM directly from vCenter Server, as it is transparent to VMware Cloud Director.
C- In the vCenter Server, add a KMS > enable encryption policy > in VMware Cloud Director,
add policy to Provide VDC > add policy to Organization VDC.
D- Add a KMS to VMware Cloud Director > create encryption policy > add policy to
Organization VDC.

Answer:
B

Explanation:

https://docs.vmware.com/en/VMware-Cloud-Director/10.3/VMware-Cloud-Director-Service-Provi
der-Admin-Portal-Guide/GUID-BCF6A4CD-6753-42B9-B160-967EBC0F124B.html#GUID-
BCF6A4CD-6753-42B9-B160-967EBC0F124B

Question 7

Question Type: MultipleChoice

The runtime lease of a virtual machine is about to expire. The administrator would like to extend
the lease time.

Which action should be taken to complete this task?

Options:
A- Renew the lease from the vApp action menu.
B- Extend the storage lease, and runtime will automatically be extended.

https://docs.vmware.com/en/VMware-Cloud-Director/10.3/VMware-Cloud-Director-Service-Provider-Admin-Portal-Guide/GUID-BCF6A4CD-6753-42B9-B160-967EBC0F124B.html
https://docs.vmware.com/en/VMware-Cloud-Director/10.3/VMware-Cloud-Director-Service-Provider-Admin-Portal-Guide/GUID-BCF6A4CD-6753-42B9-B160-967EBC0F124B.html
https://docs.vmware.com/en/VMware-Cloud-Director/10.3/VMware-Cloud-Director-Service-Provider-Admin-Portal-Guide/GUID-BCF6A4CD-6753-42B9-B160-967EBC0F124B.html
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C- Use the /api/renewlease endpoint to define a new lease time.
D- Renew the VM lease only after renewing the vApp lease.

Answer:
A

Question 8

Question Type: MultipleChoice

An administrator is configuring a load balancer for multiple VMware Cloud Director appliances
for the console proxy.

Which port number should the administrator use?

Options:
A- 443
B- 902
C- 8443
D- 5480

Answer:
C

Explanation:

The VMware Cloud Director appliance uses its eth0 IP address with custom port 8443 for the
console proxy service.

Question 9

Question Type: MultipleChoice

What are three components in the VMware Cloud Director Availability solution that are used to
enable migration from an on-premises data center to a service provider's VMware Cloud
Director environment over the internet? (Select three.)
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Options:
A- Cloud Replicator Appliance
B- Cassandra database
C- RabbitMQ Server
D- VMware Cloud Director Availability On-Premises Appliance
E- Standalone Edge Appliance
F- Cloud Tunnel Appliance

Answer:
A, D, F

Question 10

Question Type: MultipleChoice

Which statement describes the function of a VMware Cloud Director Availability replication
policy?

Options:
A- It defines and controls the replication attributes and is controlled by the tenant.
B- It defines and controls the replication attributes and is controlled by the on-premises vSphere
environment.
C- It defines and controls the type of compatible guest operating systems.
D- It defines and controls the replication attributes and is controlled by the service provider.

Answer:
D

Question 11

Question Type: MultipleChoice

An administrator has vCenter Server clusters that will be providing resources to VMware Cloud
Director.

Which setting is a requirement?
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Options:
A- Fully Automated DRS
B- vCenter HA
C- Storage DRS
D- vSphere HA

Answer:
A
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